Primality Testing and Jacobi Sums
Author(s): H. Cohen and H. W. Lenstra, Jr.
Source: Mathematics of Computation, Vol. 42, No. 165 (Jan., 1984), pp. 297-330
Published by: American Mathematical Society
Stable URL: http://www.jstor.org/stable/2007581
Accessed: 14/04/2009 06:17
Your use of the JSTOR archive indicates your acceptance of JSTOR's Terms and Conditions of Use, available at
http://www.jstor.org/page/info/about/policies/terms.jsp. JSTOR's Terms and Conditions of Use provides, in part, that unless
you have obtained prior permission, you may not download an entire issue of a journal or multiple copies of articles, and you
may use content in the JSTOR archive only for your personal, non-commercial use.
Please contact the publisher regarding any further use of this work. Publisher contact information may be obtained at
http://www.jstor.org/action/showPublisher?publisherCode=ams.
Each copy of any part of a JSTOR transmission must contain the same copyright notice that appears on the screen or printed
page of such transmission.
JSTOR is a not-for-profit organization founded in 1995 to build trusted digital archives for scholarship. We work with the
scholarly community to preserve their work and the materials they rely upon, and to build a common research platform that
promotes the discovery and use of these resources. For more information about JSTOR, please contact support@jstor.org.

American Mathematical Society is collaborating with JSTOR to digitize, preserve and extend access to
Mathematics of Computation.

http://www.jstor.org

OF COMPIJTATION
MATHEMATICS
165
42, NUMBER
VOLUJME
297-330
PAGES
1984,
JANUARY

PrimalityTesting andJacobi Sums
By H. Cohen and H. W. Lenstra, Jr.
Abstract.We present a theoreticallyand algorithmicallysimplifiedversion of a primality
testingalgorithmthat was recentlyinventedby Adlemanand Rumely.The new algorithm
performswell in practice.It is the first pnmalitytest in existencethat can routinelyhandle
numbersof hundredsof decimaldigits.

1. Introduction. Most modern methods to determine whether a given number n is
prime are based on Fermat's theorem and its generalizations. This theorem asserts
that
(1.1)

if n is prime, then

amodn for all a E Z.
is
number
a
composite, it suffices to find a single integer a for
that
Thus, to prove
which a" $ amodn; here an modn can be efficiently calculated by repeated squarings and multiplications modulo n.
To prove that n is prime, however, we need a converse to (1.1). Two problemis
present themselves in this connection.
The first problem is that the direct converse of (1.1) is false: the composite
numbers
an

=

n = 561 = 3* 11 * 17,
n = 1729 = 7

13 19,

n = 1105 = 5* 13. 17,
n = 2465 = 5 *17 29

also have the property that an a mod n for all a E Z. Such composite numbers are
called Carmichaelnumbers,and there are probably infinitely many of them.
The second problem is that even if the converse of (1.1) were true, it would not
help us much, since checking all integers a (modn) is not computationally feasible,
even for moderately sized n.
To solve the first problem we replace (1.1) by a stronger assertion. We discuss two
ways to do this.
The first depends on the Jacobi symbol (,), which is defined for a, n E Z, n
positive, gcd(2a,n) = 1; see [5, Section 9]. It can be calculated efficiently by means
of the quadratic reciprocity law. From the definition of (") it follows that
(1.2)

if n is an odd prime, then
an-

)/2

--(-)

=

?

modn

foralla

E

Zwith gcd(a,

n) = 1.
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The converse of ( 1.2) is also true [ 14]1[23]. More precisely, if n is odd and composite,
n > 1, then the congruence in (1.2) is valid for at most half of all a (modn) with
gcd(a, n)= 1.
Another strengthening of Fermat's theorem that admits a converse reads as
follows:
(1.3)

if n is prime, then for any commutative ring R we have
(a + b)"

a" + b"modniR for all a,h E R.

Here nR denotes the ideal (x + x + *.. + x (n terms): x e R} of R. To prove (1.3)
one just observes that the binomial coefficients 0'),0 < i < n, are divisible by n if n
is prime. For R = Z, we obtain (. 1.) from (1.3) by putting h = I and using induction
on a.
It can be shown that the converse of (1.3) is also true: if n > 1, and the
congruence in (1.3) is valid for all commutative rings R and all a,bhE R, then n is
prime. It suffices, in fact, to take R = Z[X]. a = X, h = 1.
The primality test that we shall describe in this paper combines (1.2) and (1.3): the
congruences oni which our test is based are obtained from (1.3), and they generalize
(1.2).
We are still faced with the second problem: it is not computationally feasible to
check the congruence in (1.2) for all a (modn) with gcd(a,n) = 1. nor to check the
congruence in (1.3) for all R, a, h.
Several methods have been proposed to get around this problem. The first is to
sacrifice certainty: if n passes the test in ( 1.2) for 100 randonmlychosen values al E (1.
2,...a n - 1), then it is overwhelmingly likely that n is prime. For an even better test
of this nature, due to Miller and Rabin, we refer to [ 19], [21], [8. p. 379].
The second method relies on future developments in analytic numnbertheory: if
the generalized Riemann hypothesis is true, and n is an odd integer > I that passes
the test in (1.2) for all primes a not dividing n with a < 70 (logn)-. then n is a
prime number (cf. [19], [24]). But even i, the generalized Rienmannhypothesis were
proved, the practical value of this method would be questionable. For a tvpical
100-digit number this method is approximately 500 times as slow as the algorithm
described in this paper, although asymptotically it is faster.
The final method is presently the only one that leads to rigorous primality proofs.
It consists of subjecting n to a series of tests, similar to those in ( 1.2) and ( 1.3), with
the following two properties. First, if n is prime then it passes the tests. Secondly, if
n passes the tests, then information is obtained about the possible divisors of n. This
information should eventually lead to the conclusion that 1 and n are the only
divisors of n, so that n is prime.
To describe the type of information that is obtained, we let H be a group, and 4, a
map from the set of divisors of n to H with the property that 4(rr') = 4(r)41(r') if
rr' divides n. If n passes the tests, then it follows that for suitable choices of H and 4
we have

(

.

(1.4)

41(r) is a power of 41(n), for every divisor r of n.
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Thus it appears that one is trying to prove n prime by means of the following trivial
primality criterion:
(1.5)

an integer n > I is prime if and only if all divisors of n
are powers of n.

The above general description applies in particular to the tests of Lucas and
Lehmer, improved by Brillhart, Lehmer and Selfridge [2] and generalized by
Williams (see [26] for references). In these tests one takes H = (Z/sZ)*, the group of
units of Z/sZ, where s is an integer that is built up from known prime divisors of
n' - I for t = 1,2,3,4,6, and one puts A(r) = (rmods) for r dividingn. If (1.4) is
true for this choice of H and 4, and s is sufficiently large, e.g. s > n'/2, then it is
easy to find all divisors of n and in particular to decide whether n is prime. In [16,
Section 8] it is shown how larger values of t can be used. For a discussion of these
tests from the point of view of algebraic number theory we refer to [17]; here H
arises as the Galois group of a suitable extension of the field Q of rational numbers,
and 41is the Artin symbol.
The primality test that was recently invented by Adleman and Rumely [1, Section
4] also fits the above description, although this may not be clear from the way it is
formulated in [1]. In this algorithm one tests a collection of congruences involvinlg
Jacobi sums in cyclotomic rings. Using the higher reciprocity laws from algebraic
number theory, one shows that any n satisfying all these congruences also satisfies
(1.4), with H = (Z/.sZ)*, 41(r) = (rmods) for an auxiliary numbers that is coprime
to n. This number s is a squarefree integer exceeding n1"2, and it is selected in such a
way that
a' = I mods

for alla cE Z with gcd(a,s) = 1,

where t is a relatively small squarefree positive integer.
In this paper we present a theoretically and algorithmically simplified version of
the test of Adleman and Rumely. The theoretical simplification is achieved, as in
[16]1by considering Gauss sums instead of Jacobi sums. This allows us to bypass the
higher reciprocity laws that were used in [1]. Our approach has the additional
advantage of working for nonsquarefree values of J and s as well.
From an algorithmic point of view the Gauss sums appearing in our test are
distinctly inferior to the Jacobi sums from [1], since the latter belong to much
smaller rings. For this reason it is important to reformulate our test in terms of
Jacobi sums. This is done with the help of techniques that are familiar from the
theory of cyclotomic fields. The reformulation results in congruences involving
Jacobi sums that are simpler to test than the congruences appearing in [1].
It will be seen that assertions of the form (1.4) play an important role in this
paper. The choice H = (Z/sZ)*, A(r) = (rmods) was already mentioned. Further,
we shall consider H = C*, the multiplicative group of nonzero complex numbers,
and A equal to a character, as defined in Section 6. Finally, for several small primes
p we shall take H = Z*, the group of p-adic units, discussed in Section 5; in this case
A is defined by ,(r) -- rPW. G. Dubuque programmed the test of Adleman and Rumely in Maclisp for a
DEC KL-10 computer at the Massachusetts Institute of Technology. He used it to
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prove the primality of a 62-digit number in 6 hours. This does not compare
favorably with the older tests discussed by Williams [26]. In fact, Williams never
found a prime number of this size that took more than 20 minutes to prove prime on
an Amdahl 470-V7 computer. On the other hand, these older tests are slower for
sufficiently large n. It should also be taken into account that Dubuque's implementation uses the standard multiprecision routines provided in Maclisp, which is
certainly not the most efficient means possible.
Our algorithm has been implemented on the CDC Cyber 170-750 computer
system at the SARA computer center in Amsterdam. Two programs have been
written, one in Pascal and the other in Fortran; both programs make use of
multiprecision routines in Compass. The Pascal program is the first primality testing
program in existence that can routinely handle numbers of up to 100 decimal digits,
and it does so within approximately 45 seconds. The Fortran program can deal with
numbers of up to 200 decimal digits, and it does so within approximately 10
minutes.
The algorithm in this paper has been designed for optimal efficiency in practice. It
is, however, difficult to establish a rigorous upper bound for the running time. The
running time of the algorithm in [1, Section 4] has been analyzed by Pomerance and
Odlyzko [1, Theorems I and 3]. They proved that, for each n > e', the algorithm
terminates within 0(k(logn)"'lo1lo1lo11) steps with probability at least 1 - 2-A for
every k > 1; here c is an absolute, effectively computable constant. The same upper
bound can be shown to hold for a suitable version of our algorithm, cf. (1 1.6)(b). For
another version an 0((logn)o'gl'ogl'ogn)upper bound can be rigorously established if
the truth of the generalized Riemann hypothesis is assumed. We do not go into the
details of this analysis since there exists a different algorithm for which this upper
bound can be proved without any unproved assumption. This algorithm, also due to
Adleman and Rumely, is described in [1, Section 5], and a simplified version in [16.
Section 5]. It is, however, not of practical importance.
The present paper draws upon a number of techniques from algebra and number
theory that have not traditionally been used in primality testing. We have therefore
attempted to keep the exposition as self-contained as possible. The contents of the
paper are as follows.
A brief outline of our algorithm, in three stages, is given in Section 2. Section 3 is
devoted to the last stage, and Section 4 to the first. The central stage occupies
Sections 5 to 11. In Sections 5 and 6 we collect the properties of p-adic numbers and
characters that we need. In Section 7 we show how Gauss sums can be used to
generalize the test in (1.2). The reformulation in terms of Jacobi sums occupies
Sections 8 and 9. In Section 10 we shall see how algorithms related to finite fields
lead to additional improvements, under certain conditions. Section 11, finally,
describes the central stage of the primality testing algorithm. A detailed description
of the entire algorithm, from a computational point of view, is contained in Section
12. The actual implementation is discussed in Section 13.
By Z, Zp, Q, C we denote the ring of integers, the ring of p-adic integers (see
Section 5), the field of rational numbers, and the field of complex numbers,
respectively. The number of times that a prime number p appears in m is denoted by
vp(m), for m E Z, m * 0 (cf. Section 5). By rlm we mean that r is a divisor of m, i.e.
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a positive integer dividing m. Rings are supposed to be commutative with 1, and
subrings have the same 1. The group of units of a ring R is denoted by R*. For'm'
Ul,I a-< G, see Section 7.
2. Outline of the Algorithm. We give a brief description of our primality testing
algorithm in three stages. Let n be the integer to be tested for primality, and assume
that n > 1.
Stage 1. Select two positive integers t and s with the following properties:
is "small"

(2.1)

t

(2.2)

s > n"2

(2.3)
(2.4)

a'=

(see Section 4),
(or s

> n/3,

see Section 3),

I mods for all a E Z with gcd(a,s) = 1,
the complete prime factorizations of t and s are known.

See Section 4 for more details concerning the selection of t and s.
Continuing Stage 1, check that gcd(st, n) = 1 using the Euclidean algorithm; if
gcd(st, n) * 1, then a prime factor of n is found, by (2.4), and the algorithm halts.
Stage 2. Subject n to a series of tests similar to the test in (1.2). If it fails to pass
any of these tests, then n is composite and the algorithm halts. Otherwise, attempt to
prove the following assertion, using the information obtained from the tests:
(2.5)

for every divisor r of n there exists i E (0,1,...,
that r n'mods.

t

-

1) such

The theoretical possibility exists that this attempt is unsuccessful within a reasonable
time limit. In this case one may tell the algorithm to halt with the message that it has
not been able to decide whether n is prime or not.
A more detailed description of Stage 2 is found in Section 11.
Stage 3. If (2.5) has been proved, use (2.5) and (2.2) to factor n completely, and
hence to decide whether n is prime or not. In Section 3 we shall see how this can be
done.
Remark. From the description of Stage 3 one should not get the impression that
the algorithm is helpful in factoring n if n is composite, since practically all
composite numbers will be eliminated in Stage 1 or Stage 2.
3. The Final Stage of the Algorithm. Suppose that (2.5) has been proved and that
s > n"l2. To factor n completely it suffices to find all divisors r < n1/2 of n. Such a
divisor satisfies r < s and is, by (2.5), congruent to n'mods for some i E (0,
1,..., t - 1). Hence, if we determine r, by ri n mods and 0 < r, < s, for 0 < i < t,
and check which of the r, divide n, then we obtain the complete prime factorization
of n.
Next suppose that, besides (2.5), one knows only the weaker version s > n113 of
(2.2). Then the prime factorization of n is found by applying the following result to
d = r, for i = 0,1,..., t - 1; notice that gcd(r1,s) = 1 since in Stage 1 we checked
that gcd(st, n) = 1.
(3. 1) THEOREM. Let d, s, n be positive integers satisfying gcd(d,s) = 1 and s > n1/3.
Then there exist at most 11 divisors of n that are congruentto d modulo s, and there is
an efficient algorithm determiningall these divisors.
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We referto [15] for a proof of this theoremand for a descriptionof the algorithm.
The running time of this algorithm, measured in bit operations, is O((logn)3),
d < s < n. Its practicalvalue remainsto be tested.

if

4. Selectionof AuxMiary
Numbers.For a positiveintegert we define
e(t) = 2

if tisodd,

H

e(t) = 2

if tis even,

qVq(t)+I

q prime. q - IIt

with vq(t) as definedin the introduction.We recallthe condition(2.3) to be satisfied
by the auxiliary numbers t and s:

(2.3)
(4.1)

a'PROPOSITION.

Imods forallaeZwithgcd(a,s)=

1.

Let t and s be positive integers. Then condition(2.3) holds if and

only if s dividese(t).
Proof. For odd t this is proved by taking a =
may clearly assume that s is a prime power: s =

-

I in (2.3). Let now t be even. We
q prime and m > 1. In this

q"h, with

case the propositioneasily follows from the followingwell-knownresult[5, Section
5]. If q is odd or m < 2. then(Z/qrZ)* is a cyclicgroupof order(q - I)q"- '; and
if m > 3, then (Z/2" Z)* is the direct sum of a group of order two and a cyclic
group of order 21 - 2. This proves (4.1).
TABLE 1.

Valuesof e (t)

t

e(t)

2

24
65520
6.814 109

12 = 22 3
60= 22 3 . 5
180=
840 =
1260 =
1680 =
2520=
5040 =

2.601
8.644
1.147
2.697
4.866

32.5
3 *5 * 7
32 5 . 7
3 5 *7
23 * 32. 5 . 7
24 32. 5 . 7
15120 = 24 33 5 7
22.
23
22
24

55440 = 24 32 5 *7 * 11
110880 = 25 . 32 5 .7. 11
11 13
720720 = 24 . 32 5 .7
11 * 13
1441440 = 25 . 32 5 .7
4324320 = 25 33 *5 *7* 11 13
24504480 = 25. 32 5 *7* 11 * 13 * 17
11 * 13* 17
73513440 = 25 .33.5.7.
*
367567200 = 25 * 33* 52 *7 11 * 13 . 17
1396755360 = 25 * 33 5 *7 11 * 13 17 - 19
6983776800 = 25* 33* 52 .7 . 11 * 13 * 17 *19
.

* 10'"
1024
* 1031
. 1013
* 1040

1.532 . 1052
2.254 * 1079
4.920 10'06
2.109 . 10131
2.599 . 10237
1.669 * 10301

7.928 . 10455
4.795 . 10656
7.082.

10966
*
6.208 10)501

4.016 .
7.471 .

101913
103010
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(4.2) We now describethe selectionof t and s in Stage 1.
First one chooses a positive integer t for which e(t) > n'/2 or e(t) > n
dependingon which algorithmis used in Stage 3. In theory this can be done by
trying t = 1,2,3,... in succession.In practiceit is more convenientto use a table
which is computedonce and for all, and which gives the values of e(t) for some
well-chosenintegerst. An exampleis providedby Table 1; the values of e(t) are
roundedoff downwardsin this table. FromTable 1 we see that for n < 10I00we can
take t = 5040 if the naive algorithmin Stage 3 is used, while t = 1680sufficesif we
employthe algorithmfrom(3.1).
For the value of t that is chosen we write down the completeprime factorization
of e(t). This is done by listing all primesq for which q - I divides t, togetherwith
the exponentm(q) of q in e(t); this exponent can be read from the definition of
e(t). It is also convenientto write down the prime factorizationsof the numbers
q - 1, since these are needed in Stage 2. For t = 5040 = 24* 32 . 5 - 7 all this has

been done in Table 2. This table is, of course, a byproductof the computations
leadingto Table 1.
TABLE

2. Theprime factorization of e(5040), 5040

2 -3 -5
22. . 32

181
211

41

23 .5

241

43
61
71
73

2. 3 *7
22 3 5
2- 5 7

281
337
421
631

113

24.7
2 - 32

22 32 5
2 3 5 7
24 3 5
23 .5 7
24 .3 7
.7
22.3.5
2 .32. 5 .7
24-32-7
23 .32 . 5 .7

26
33

1
2

31
37

52

22

72

2 3
2- 5

19
29

qI(q)

22.-3
24
2.32
22 .7

32 . 5 - 7

q-

q

13
17

4

qm(q)

q-

qm(q)

11

=

I

23 .32

127

1009
.7

2521

1

Next we have to chooses. One way to do this is as follows. First put s = e(t). If s
has a prime power factor qm(7) for which s/qm(q) is stillilargerthan n /2 (or nl/l,
dependingon Stage 3), then we choose such a qm(q) with q as largeas possible,and
we replace s by s/qm(q). This is repeated until it is no longer possible.

We describea better way of choosings. Writee(t) = lq6Eqm(E). We restrictto
divisorss of e(t) of the forms = FlqeSqm(q) with S c E. As we shall see in Section
I1, each q E S gives rise to a certainamountof work in Stage 2 of the algorithm.
The runningtime neededby this amountof work is proportionalto a numberw(q)
dependingon q. The numbersw(q) depend on the implementationof Stage 2 and
they are best determinedempirically.For a certain naive implementationa good
approximationto w(q) is givenby
<p( pVp(q

E
p prime,plq-

I) )2

I

where p denotes Euler'sfunction[4, Section 5.5]. In order to minimizethe running
time we shouldnow choose S such that 2q(ESw(q) is as small as possible,subjectto
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the condition that s > n' 2 or n1l3. Putting S' = E - S, we see that we have to
maximize YJqG,S'w(q) subject to the condition that 2qGS log(q,,(q)) < log(e(t)) or -k)logn. This is an instance of the knapsack problem. A well-known approximate solution method for this problem leads to the following way of selecting s. First
put s = e(t). If s has a prime power factor qn?(q) for which 5/q l(q) iS still larger than
n1"2 or n /3, then we choose such a qnl(q) with w(q)/log(q l(q)) as large as possible,
and we replace s by 5/ql(q). This is repeated until it is no longer possible. For more
subtle methods to solve the knapsack problem we refer to [18].
The final value for s is a divisor of e(t), so by (4.1) condition (2.3) is satisfied.
Conditions (2.2) and (2.4) are also satisfied, and below we shall see to which extent
(2.1) holds. This finishes the description of algorithm (4.2).
We now discuss how small t can be chosen such that we have e(t) > n1"2 or n173.
From

e(t) < 2t Hl(d + 1)
(lit

and elementary estimates for the divisor function [4, Theorem 317] we obtain the
following lower bound:

t > (logn)(1l--F)( logloglog

2
0I )1og

for all E > 0 and all n exceeding a bound depending on E. The following theorem
shows that this result is best possible, apart from the value of the constant in the
exponent.
(4.3) THEOREM.There exists an effective/v computablepositive constant c such that
for all n > ee there is a positive integer t satisfying
t < (logn )

and e ( t ) > n"12.

This is a sharpening of a result of Prachar [201 that is due to Pomerance and
Odlyzko. For the proof we refer to [1, Section 6]. Pomerance and Odlyzko proved
that t can even be chosen squarefree; this was necessary for the test of Adleman and
Rumely [1].
5. p-adic Numbers. Let p be a prime number. In this section we recall, without
proofs, a few basic properties of p-adic slumbers.For a fuller treatment we refer to
[22, Chapitre II] and [6].
A p-adic integer is a sequence (a, modp' )??=, with (a, modp') E Z/p' Z, such that
a,I+I a, modp' for all i > 1. The set of p-adic integers forms a ring, denoted by Zp
under coordinatewise addition and multiplication. We view Z as a subring of Zp, by
identifying a E Z with (amodp')1 l E Zp.
Let m E Z, m > 1. The map Z, -- Z/pn'Z that sends (a,modp')7 , to (a,,mod
pt) is a surjective ring homomorphism with kernel equal to p"'Zp. This shows that
= Z/p"1Z, so p-adic integers, when taken modulo pm, yield ordinary
Zp/pnlZp
integers modulo p".
Let E be a finite abelian group of p-power order. For a = (a mod p')??=, Z
and D EeE the element of E does not dependon m, for m sufficientlylarge,and
tam
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we denote it by t'. This operation of Zp on E satisfies the familiar rules
)

=

'ab =

'a+b

a'qa'

h

(qa)b

=

aDb

=

for , E E, a,b E Zp, so it makes E into a module over Zp; see [10, Chapter III,
Section 1].
A p-adic integer a is a unit of Z if and only if a 0 Omodp, so Zp = ZpZ,.
Every nonzero p-adic integer a can be written in a unique way as a = pmu with
m E Z, m > 0 and u E Zp; we write in this case vp(a) = m, and we put vp(O)= oo.
This extends the function v. that was defined on Z - (0) in the introduction.
I modp} is a subgroup of Z. Let a = (ai)?1 I E
The set I + pZp = (a E Zp: a
1 + pZP. Then each a, has p-power order in (Z/p'Z)*, so for x E Zp we can define
ax = (aX)721. This makes I + pZZpinto a Zp-module. Writing aZp = (ax: x E Zp},
we have
aZp

1 + pmZp for m = vp(a - 1), provided

thatm > 1,andm > 2inthecasep=

2.

There are group isomorphisms

(5.2) Z*= (Z/(p - 1)Z) x (I + pZP) = (Z/( p - i)Z) x Zp if p
(5.3)

3,

Z*=1+2Z2=(1,-1}x(1+4Z2)~(Z/2Z)xZ2;

see [22, Section 11.3],[6, Chapter 15, Section 7].
6. Characters. Let q be a prime number. A character X modulo q is a group
homomorphism from (Z/qZ)* to C*. We extend such a character to a map
Z/qZ -- C by x(Omodq) = 0, and we put x(a) = x(amodq) for a E Z. The set of
all characters modulo q forms a group under multiplication. We denote this group
by Xq.
It is well known that (Z/qZ)* is cyclic of order q - 1. Let a generator g be
chosen. Mapping X to x(g), we obtain an isomorphism between Xq and the group of
(q - I)st roots of unity. This implies easily:
(6.1 )

if x,y E (Z/qZ)* are such that X(x)
for all X E Xq, then x = y.

=

X(Y)

Letq - I = HppimePk(P) be theprimefactorizationof q -1, withk( p) = vp(q -1).
For each prime p with k(p) > I we choose a character Xp,q E Xq of order pk(P);
such a character is obtained by putting Xp,q(g)=
unity. We write

(6.2)

pk(,,

a primitive pk(P)th root of

Yq= {Xp,q: p prime, plq -1).

It is easy to see that Yqgenerates the group Xq.
(6.3) THEOREM. Let t and s be positive integers satisfying (2.3), and let n be an
integersatisfying n > 1 and gcd( n, st) = 1. Write
Y =

s

U
qls, q prime

Yq
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with Yqas in (6.2). Assume that everyprime pIt satisfies the following condition:
(6.4)

for every prime divisor r of n there exists lp(r) E Zp such that
rP- I = (nP- I)I,(r) in the group 1 + pZZ.

Assume moreoverthat every X E Y1satisfies thefollowing condition:
for every prime divisor r of n we have X(r) = X(n)1p(r) with Ip(r)
as in (6.4), wherep is such that the order of X is a power of p.
Then (2.5) is satisfied, i.e. for every divisor r of n there exists i e (0, 1,. . ., t )-1
that r n'mods.
(6.5)

such

Remark. Notice that lp(r) in (6.4) is uniquely determined if it exists, by (5.2).
(5.3). In fact, we have lp(r) = logpr/lIogpn, where logp denotes the p-adic logarithm
[25, Section 5.1]. In (6.5) it is meaningful to speak about lp(r), since if X = Xp.q'
then p divides t, by (4. 1).
Proof. We have n' I mods. by (2.3), so it suffices to consider prime divisors r of
n. Fix such an r, and let l(r) be a nonnegative integer satisfying
I(r)

Ip(r)

modph(P) for every primepIt;

here hi(p) denotes a positive integer that is chosen sufficiently large for the rest of
the argument to be valid. In particular, we assume that the order of every Xp.qE Yj
divides ph(P). By (6.5) we then have
=

Xp.q(r)

Xp.q(nl)

Xpq(4(n) = Xp.q(n/(

_

for every Xp.q e Ys. Let now qls be a fixed prime. Then the characters Xp.q generate
Xq4 so it follows that X(r) - X(nl(r)) for all X E Xq. By (6.1) this implies that
r -n(r)
modq. Put m(q) = vq(S). We claim that
r = nlr

(6e6)

modqn1

If m(q) = 1, this has just been proved. Suppose therefore that m(q) > 2. Then q
divides t, by (4.1) and the definition of e(t), so (6.4) holds forp = q. This yields
rq

-

(nq-

1 )14(r)

1)/(r) mopqti(q);

-(q-

here h(q) is assumed to be so large that (nqthat the q-adic integer a = r n 1(r) satisfies
a

I modq,

a

1

I)qh(q-

modqP?(q) We now know

modq

The latter congruence implies that the multiplicative order of a modulo qn1(q)divides
q - 1, the former that it is a power of q. It follows that this order equals 1, so a -1
modq?(q). This proves (6.6).
Since (6.6) holds for any prime q dividing s, we may conclude that r n
nI(r) mods.
Here l(r) may be reduced modulo t, since n' 1mods by (2.3). This proves (6.3).
(6.7) Remark. If (6.4) holds, then clearly for every divisor r of n there exists
(nP- I)IP(r), and we have
Ip(r) E Zpwith rP-'
lp(r,r2)=lp l(r,) + lp(r2) forr,r2dividingn,
lp(n) = 1.
7. Gauss Sums. For any positive integer m we denote by U,,, the group of mth
roots of unity in C, and by tm a primitive mth root of unity; so tm generates Um.
In this section we fix a prime number q, a prime number p, and a positive integer
k such that pk divides q - 1. Further n is an integer with n > 1 and gcd(n,pq) = 1.
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q],

the ring generatedby tpk and Dq, and K=
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Q(?pk,

4q),

the

field of fractions of A. We let B be the subring A[ l/q] of K. Every element of K has
a unique representation
a ik.
j~iip

F,
I )Pk

Os<i<(p-

1 O0j<q-

q

I

with aij E Q, cf. [10, Chapter VIII, Section 3]. To multiply two such expressions one
uses the rules
q-2

p-2
-I

?'Ekk--

P)pA P

I

_q-_I

E

j=0

1=0

Restricting the coefficients ai, to Z one obtains the ring A. An element of K belongs
to B if and only if the denominators of all of its coefficients aij are powers of q; and
it belongs to the principal ideal nB of B if and only if, in addition, the numerators of
these coefficients are divisible by n.
For x E Z, x $ 0 modp, let a, be the field automorphism of K for which
=
and ax(q) = Dqcf. [10, Chapter VIII, Section 3]. Let
tpA
ax(tpA)
A0modp).

G = (ax: 1 < x pk,x

This is the Galois group of K over Q(~q). It is isomorphic to (Z/pkZ)*, under an
isomorphism mapping ax to (xmodpk). Denote by Z[G] the group algebra of G over
=
Z, see [10, Chapter V, Section 1]. For u E B* and a -EGna
E.Z[G] we define
ua E B* by
Ua

=
aC

CF( U)n.

This operation of Z[G] on B* satisfies the rules
(uv)

ua+

=u'v',

u

u

(ua)P,

=

ua

=

u,

up,

for u,v E B*, a,f3 e Z[G], 1 = al e Z[G]; so it makes B* into a module over Z[6].
Let X be a character modulo q of orderpk. The Gauss sum r(x) associated to X is
the element of A defined by
q-1

(7.1)

T(X)= E X(X)q.
x= 1

We have
(7.2)

T(X)T(X

i) = X(- 1) q,

= X(- 1)T(X i)/q
see [25, Lemma 6.1(b)], [7, Chapitre 5, Proposition 7], so T
E B. This implies that T(X) E B*, so the expression T(X)n-"n in the following
lemma makes sense.

(7.3) LEMMA.If n is prime, then

T(X)

x(n)

modnB.
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Proof. From (1.3) we obtain
qI--

X(n))T(X)

X(nx)"7',modnB
v=I

=

Ei X(Y) q (withy

,~=

nxmodq)

1

=T(X)

and the lemma follows upon division by the unit X(n)"T(X)0".This proves (7.3).
(7.4) This lemma will lead to the tests that were -mentionedin Section 2, Stage 2.
To see the connection with (1.2), we consider the case that X is quadratic, i.e. has
order p" = 2. Then q is an odd prime, and X is the Legendre symbol: x(x) = (9).
From (7.2) we see that T(X)2 = a, where a =
q. The automorphism a,, is the
identity, so the congruence of the lemma is equivalent to a '(t I)/2 -() modn. This
is the same as (1.2), since (Q)= (') by the quadratic reciprocity law, which can, in
fact, be proved in this way.
We return to the general situation. We shall investigate what can, conversely, be
said about n if the congruence in (7.3) is known to hold. For practical purposes it is
important to build in some extra degrees of freedom, as expressed in the following
corollary.
(7.5)

COROLLARY.

If n is prime, then
_"#modit

T(X)("-0"')'X(n)

for any / E Z[G] and any ideal ni of B with n E tt.
Proof. Raise the congruence in (7.3) to the power /3; this is allowed because
u[nB] = nB for all o E G. Next use that nB c n. This proves (7.5).
We shall make the following assumptions on ,8 and n:
t ft

(7.6)
(7.7)

1,

n n Z =nZ,
o9,,I= n.
The reader may think of / = 1, In = nB. If ,3 = E eVnaXE Z[G], then (7.6) is
equivalent to
En,x

t 0 modp.

The map sending D to tA is an automorphismof the group
Condition (7.7) will be investigated in Section 10.

UPA,

if (7.6) holds.

Let X be a charactermoduloq of orderpA, and assume that
(7.8) THEOREM.
(7.9)

-modn
for some t E UpA, some ,3EZ[G]
and
some
ideal n of B satisfying (7.7).
satisfying (7.6)
T(X)('-o")

Assumefurther that condition(6.4) is satisfied. ThenX satisfies (6.5), i.e.
X(r)

=x(n)

for every divisor r of n, with lp(r) as in (6.4) and (6.7).
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Remark. For given /3 and n, the congruence (7.9) is true for at most one ; E UA;
this follows from (7.17).
for some q EL UpA.Let
Proof. By (7.6) and gcd(n,p) = 1 we can write D rl"
i E Z, i > 0. We raise both sides of the congruence
-

(7.10)

-n#modn

T(mX)(n-o")-'=

to the power EJ4n'-

l -JayJ;

this is allowed because an[ni

n. Using that

=

*_ I

(n

an,)

-

jon = n' - an'

n'

*

'

=

qn

and writing u = T(X)O, we find that
un

(7.11)

=,,=_

'in'#modn

for every i E Z, i > 0. With i = (p - 1)pk it follows that
(7.12)

lmodn.

uppk-

Let now r be a prime divisor of n. Then we know from (7.5) that (7.10), with n, q,
n replaced by r, x(r), rB, is true, so the same holds for (7.1 1). Taking i = p - 1, we
obtain
-

u

(7.13)

X(r)(P)

modrB.

We shall combine (7.11) and (7.13) modulo the ideal
r = rB + n,

which contains both rB and n.
By (6.4), we have rP'-' = (nP- I)IP(r) for some lp(r) E Zp. Choose m E Z, m > 0,

such that
(7.14)

m

lp (r) modpk.

From
-

rp

n(P- I)m = ((nP-I

. f(Pn

)p(r)-m

I)m

it then follows that
(7.15)

vp(rp-

l-n(P-

I)m)

>

vp((nP-

l)Pk

_ )

and in particular,since the right-hand side exceeds k:
(7.16)

P-=

n (P-I)mmod

k,

arPI

=
a-(p)m.

We apply (7.11) to i = (p - I)m, and divide it by (7.13); this is allowed since both
sides of (7.13) are units in B. Using (7.16), we then find that
= (x(r)n-m)(P1

u

modr.

Let a be the largest divisor of nf(P_ )Pk - 1 that is not divisible by p. If we raise the
congruence to the power a, then by (7.15) the exponent on the left becomes divisible
by

n(P-

A1

)p -

1, so by (7.12) we obtain
-(X(r)

q-m)(PI )rPtEamodr.

Assume, for the moment, the following lemma.
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(7.17) LEMMA.If

? E

1 modr, then -

-

UpAsatisfies

1.

Then we find
(X(r),rFn,)(P1)rP#a

From (p

-

=

1.

I)rP la i 0 modp and (7.6) it now follows that X(r) = qn', so
X(r) =-q1p

by (7.14). This we proved for prime divisors r of n. By multiplicativity (cf. (6.7)) it
holds for any divisor r of n. In particular, since lp(n) = 1, we obtain x(n) = , so
X(r) = X(n)lp(r)for all r dividing n. This proves (7.8).
Proof of (7.17). We have an equality of polynomials

n(x- =(xp - 1)/(x - l)the product ranging over all D E UP
fl

pA_

X

1. Substituting I for X we find that

*

( I -

)=pk.

Therefore, if the lemma is wrong, we have pA E r = rB + n, so pk = rx + y for
certain x E B, y E tt. Upon multiplication by n/r this would give pkn/r E ii, so
pkn/r e nZ by (7.7). But r is a prime dividing n, and p is a prime not dividing n, so
this is impossible. This proves (7.17).
We shall now develop several methods that can be used to prove that condition
(6.4), which occurs both in (6.3) and in (7.8), is satisfied. A different way to do this
can be found in Section 10; see (10.7). Our first two methods require that p > 3.
If p > 3 and nP- I i I modp2, then condition(6.4) is satisfied.
(7.18) PROPOSITION.
= I + pZ P. Since rP-1 E I
Proof. By (5.1), the hypotheses imply that (nP-I)Zp
+ pZP for all divisors r of n, it follows that (6.4) is satisfied. This proves (7.18).

Let X be a charactermoduloq of orderpk, and assume that p > 3.
(7.19) THEOREM.
Suppose that (7.9) is satisfied with a primitive pk th root of unity t. Then p satisfies
condition(6.4).
with rj e Up. Since D is a
Proof. As in the proof of (7.8) we write = -"
primitive pk th root of unity, the same is true for q. Let u = T(X) . Applying (7.11)
toi = (p - I)pk1,wefindthat
(7.20)

I
un(P- )PA'-

l

pA-I

mod n.

Let r be a prime dividing n. Replacing n, q, ti by r, X(r), rB, as in the proof of (7.8),
we obtain
(7.21)

urP)Pk

1

X(r) 'AmodrB.

We combine (7.20) and (7.21) modulo r = rB + n. Let X denote the order of
(umodr) in the group (B/r)*. Since q is a primitive pk th root of unity, it follows
from (7.6) and (7.17) that P1_k - 1 modr. Therefore (7.20) implies that W does
- 1, but that it does dividep(n(P- )Pkl - 1). Consequently
not divide n(PI)Pk
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we have
1+

vp(w=

From(7.21)we see thatX dividesp(r(Pvp(w)

<

1

1).

vP(n(P')P
j)pk

- 1), so

+ vp(r(P-1)Pk

1).

-

It follows that
(7.22)

vp(r(P-

lPk

-1)

)Pk- I-)

VP(n(P-

Notice that the equality sign holds if and only if X(r)P
From (7.22), (5.1) and the fact that p> 3 we obtain
r(P-

I)P

=I

( n(P-

I)P -)

*

1.

l

for some / E Zp. Since Zp contains no elements of order p, by (5.2), this immediately
implies that rP-' = (nP-')'. This proves (7.19).
In the rest of this section we take p = 2 and, consequently, n odd. In this case an
important role is played by quadraticcharacters. For such characters it is convenient
to replace condition (7.9), with D a primitive 2nd root of unity (so with D =-1),
by
a conditionof the forma 1)72 = - 1 modn; cf. (7.4).
(7.23) LEMMA. Let a e Z, and suppose that a(n- 1)/2 = - 1 modn. Thenfor every
divisor r of n we have v2(r - 1) > v2(n - 1), the equality sign holding if and only if
(a) = -1. In particular (") = -1.
Proof. It is not difficult to see that it suffices to consider prime divisors r of n. So
let r be a prime dividing n, and let X be the order of (amodr) in the group (Z/rZ)*.
From a(n- 1)/2 =- 1 modr it follows that v2(W) = v2(n - 1), and since X divides
r - 1 this implies that v2(r - 1) > v2(n - 1). The inequality is strict if and only if X
divides (r - 1)/2, so if and only if a(r- 1)/2 =1 modr, and this is equivalent to
(r) = 1. This proves (7.23).
(7.24)
which a(

1mod 4,
PROPOSITION. Suppose that n
- 1)/2
- 1 mod n. Then condition

and that there exists a
(6.4) is satisfied for p = 2.

E

Z for

Proof. Let rln be prime. By (7.23) we have v2(r - 1) > v2(n - 1), and v2(n - 1)
> 2 by hypothesis. From (5.1) it now follows that r E nZ2, as required. This proves
(7.24).
(7.25) PROPOSITION. Suppose that n
condition(6.4) is satisfiedfor p = 2.

3 mod8 and that 2(--

-

1 modn. Then

Proof. Let rln be prime. By (7.23) we have either r 1mod4 and (2)= 1, or
and (2)= -1. Since (2)= 1 for r
+ lmod8 and ( I)= -1 for
r
3 mod 8, it follows that we have either r
lmod 8 or r- 3 -n mod 8. Therefore one of v2(r - 1) and v2(rn- - 1) is > 3. But 3 = v2(n2 - 1), so (5.1) now
implies that r or rn-1 belongs to (n2)Z2. Hence r belongs to n2Z2 U nfl+2Z2 = nZ2, as
required. This proves (7.25).
Remark. If n 3mod8 and 2(1)72 $ - 1modn, then n is clearly not prime, by
(1.2).

r- 3mod4
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The case n 7 mod 8, which is not covered by (7.24) or (7.25), is most conveniently dealt with by means of Proposition (10.8). Alternatively one can use the
following theorem, which is the analogue of (7.19). We use the notation introduced
at the beginning of this section.
(7.26) THEOREM.
Let X be a charactermodulo q of orderpk, withp = 2 and k > 2.
Suppose that (7.9) is satisfied with a primitive 2kth root of unity t. Suppose also that
q(f-

1)/2 =

-1 modn. Thencondition(6.4) is satisfiedfor p

=

2.

Remark. Suppose that n is prime, and that (7.9) holds with a primitive 2k th root
'. We claim that the extraconditionq(,,- 1)/2 = - 1modn is then satisfied.
To prove this, we first note that D = X(n)-`"o by (7.5) and (7.17), so X(n) is a
primitive 2kth root of unity, and X(n)2 = - 1. Let 4, be the quadratic character
x2 ).Then =(n)- -1 a4nd
1) =X(- 1)2 = 1, so by (7.2) and (7.3) we have
/2 = T(4)q
(n) = - 1modn, as required.
It followsthatn is compositeif it does not pass the extratestq(11 1)/2 - I1modn.
Proof of (7.26). In the case that n
1mod 4 the theorem immediately follows from
(7.24). Assume therefore that n 3 mod 4. As in the remark above, let 4x=
'.Let
r be a prime divisor of n. Arguing as in the proof of (7.19), we find that

of unity

(7.27)

v2(r2A

-

1) > v2(n2'

'-

1)

(cf. (7.22)), the equality sign holding if and only if A(r) = - 1. Since k > 2 we have
A
2
1) > 3, so by (5.1) we have r2 - = n2
V2(n2
for some I e Z2. By (5.3), the
only roots of unity in Z2 are + l, so r = + n1.The remark about the equality sign in
(7.27) implies that / is odd if and only if A(r) = -1. This can also be formulated as
4(r)

= (-

I)'.

Notice that A(r) = (1), by applying (7.4) with 4,, r in the role of X. n, and using
that ( -1) = 1. Therefore the extra condition q( 1)/2
- I mod n and Lemma
(7.23) imply that
v2(r

-

1) > v2(n

-

1),

with equality if and only if

+(r)

=

-1.

Since n 3 mod 4, this can also be formulated as r -,(r)
mod 4. From r 4,(r) =
1)' n'mod4 it now follows that the plus sign in r = + nl must be valid.
This proves (7.26).
(7.28) Remark. The complications that arise in the case p = 2 disappear if, for
p = 2, we restrict to k = 1, i.e. to quadratic characters. In that case (6.4) can be
replaced by the simpler condition v2(r - 1) > v2(n - 1) for all rln; cf. [16, Section
2]. The restriction to quadratic characters implies that the auxiliary number t chosen
in Stage 1 of the algorithm (see Sections 2 and 4) should satisfy the extra condition
t E Omod4.
(-

8. Jacobi Sums for Odd p. We let q, p, k, n, X, B, G, T(X) be as in the previous

section, and we retain the notations m, U., UX
It is our purpose to reformulate condition (7.9) in such a way that it only refers to
elements of the subring Z[;pA] of B.

Let a and b be two integers. The Jacobi sumj(X',Xb) associated to the characters
Xc and Xb is the element of Z[p]A ] defined by
q_ l

(8.1)

i(xa,xb)

E

E
x=O

Xa(X)Xb(l

- x).
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In B, we have
(8.2)

=

j(xa,xb)

ifa + b $ Omodpk,

r(x)T(Xb)/T(Xa?)

with the Gauss sums defined as in (7.1). For the proof of (8.2), see [25, Lemma
6.2(d)] or [7, Chapitre 5, Proposition 9]. If ab(a + b) 7 Omodp then (8.2) can be
written as
(8.3)

(X a,xb)

=

T(X)aba+b

Notice that the condition ab(a + b) t 0 modp forces p to be odd.
In what follows we write [y] for the greatest integer not exceeding y, for a real
numbery. For p > 3, we put
M= (x E Z: 1 <x pk, X

(8.4)

Omodp).

(8.5) THEOREM.Suppose thatp > 3. Let a, b be integerssatisfying
(a + b)p o aP + bPmodp2,

(8.6)

ab(a + b)

O modp,

and let m be an ideal of Z[?pk] for which
m n Z = nZ,

(8.7)
Define a

E

j[m]=

m.

Z[G] by

If, with this notation, we have
mod m for some t E

i(Xa, Xb)a

(8.8)

Upk,

then (7.9) is satisfied. If (8.8) does not hold, then n is composite.
(8.9) Remarks. (a) Notice thatj(Xa,Xb)Y belongs to Z[?pk], since the coefficients of
a are nonnegative.
(b) In the proof we shall see that if (8.8) holds, then (7.9) is true with the same t.
This is important for (7.19).
(c) If 3 < p < 6 109, p o (1093, 3511), then condition (8.6) is satisfied for
a = b = 1, by [13]. From (p - 1)P i p - 1 modp2 it follows that in any case (8.6)
holds for some a < p - 2 with b = 1.
(d) An example of an ideal m of Z[?pk] satisfying (8.7) is given by m = nZ[fpkI. In
Section 10 we shall discuss a different way of choosing m.
Proof of (8.5). Let n be the ideal of B generated by m. From
.

n ={( ( j? aj)

qd: aj E m (O < j < q - 2), d E Z}

and gcd(q, n) = 1 it is not difficult to derive that
(8.10)

nn
Z[fPk]

=

m.

From (8.7) it now follows that n satisfies (7.7).
Define ft e Z[G] by
(8.11)

=

xfEM ([(ab)]

[ax]

[

yx])?

with M as in (8.4). The following lemma will be proved below.
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(8.12) LEMMA.
Let a,b E Z satisfy (8.6), and let a,,B E Z[G] be as in (8.5) and
(8.1 1). Then we have
(n -

=

=n)#

(Ca + ?b

Ua+b)a

in Z[G], and f satisfies condition(7.6):
P

1.

*

Assumingthislemma,we see from(8.3) that
(x aX b)a

ab-a+b)a

= T( X)(a

=()(n

so by (8.10)the congruence(8.8) is equivalentto
T(X

-

)('')"

n

i;mod

eEJ UPA.

for some

Sincef and n satisfy(7.6) and (7.7), it is now immediatethat(8.8) implies(7.9). The
secondassertionof the theoremis clearfrom(7.5).Thisproves(8.5).
Proof of (8.12). Define0 E Z[G]by

@-Exax 1

0xeM

0 modp. Writingx

with M as in (8.4). Let m E Z, m

mymodpk, we then see

that

r(my)o '.

am@
0m0
eM

where r(my) is the element of M that is congruent to my modulo pk. From
= my - [my/pkJpk
it now followsthat

ir(my)

(m - Gm)0=

(8.13)

*kE[|lkY]a.

Applying this to m = n, a, b, a + b, we find that
0 = pka,

(n

(8.14) (Oa + ab
and therefore
k(n-aY)

- aa+b)O

=

=

((a + b -0a+b)

(Ga + ahb

Ga+b)(n

-

-

-

(a -a)

an)@

=

pk(0a

(b
+

0b

-

-

0b))o

=Pk

Ga+b)a.

Dividingby pk, we obtainthe firstassertionof (8.12).
The secondassertionis equivalentto
(8A15)

E ([(+

I) ]

[kjx]

-

O
0modp.

Here we consider the expressionon the left as an element of Zp, to make xmeaningful,and the same appliesto similarexpressionsbelow. To prove (8.15) we
firstshowthat
(8.16)

v

x'-P)

= k-

1.

The values assumedby (x'-Pmodpk), for x E M, are preciselythe elementsof
H = (y E (Z/pkZ)*: y = I modp), each takenp - I times.This is becauseH is a
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subgroup of index p - 1 in the cyclic group (Z/pk Z)*. Therefore we have
-

-P=(p-1)

E

ymodpk

xeM

ve-H

(p

-

1)(pk-I

+

-

pk(pk-I

1)) modpk,

and (8.16) follows.
If x,y E Z are congruent modulo pk, then xP yP modpk? , by the binomial
theorem. It follows that there is a ring homomorphism Z[G] -+ Z/pk + Z mapping
ax to (xP modpk+ 1), for x E M. Applying this ring homomorphism to (8.14), we
obtain a congruence
E xl -P
x eiM

(aP + bP - (a + b)p)

=Pk

.

[x

_

-[~Ijx

P modp k?l1

By (8.6) and (8.16) the expornentof p in the expression on the left is precisely k.
Hence this is also true for the expression on the right, so
-P

;kb)xj
t
] k-

XEM([
E([

[

]

-

k

k

Orinodp.

Since x"-P x imodp this is the same as (8.15). This completes the proof of (8.12).
An alternative proof of (8.15) starts from the congruence

mx -x- I =

E
xcM.

(M(P-

pk_

1)/pk

modpk,

P

which is valid for any m E Z, m E 0 modp. This congruence is proved by calculating HXEMmx in two different ways.
Remark. The elements 0,fl E Z[G] that we used in this section are familiar

operators from the theory of cyclotomic fields. See for example [11, Chapter IV,
Section 4], [25, Section 6.2], where they occur in connection with Stickelberger's
theorem on the factorization of Gauss sums and Jacobi sums.
9. Jacobi Sums for p = 2. In this section we do for p = 2 what we did in the
previous section for p > 3. The notation is unchanged; in particular, our hypothesis
gcd(n,pq) = 1 implies that n is odd for p = 2. We distinguish the cases k = 1, k = 2
and k > 3.
(9.1) THEOREM. Let p = 2 and k = 1. If, in this case, we have
(9.2)

q(n

)/2 -

modn for some D E (1,-i),

then (7.9) is satisfied. If (9.2) does not hold, then n is composite.
Proof. The first assertion follows from T(X)2 = X(- 1)q (see (7.2)), with 1B= 1
and n = nB in (7.9). The second assertion follows from (7.5). This proves (9.1).
(9.3) THEOREM.Let p = 2, k = 2 and n 1 mod 4. Let mnbe an ideal of Z[D4] for
which
m n Z = nZ.
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If, in this situation, we have
i(X

(9.4)

1)/2

X)`-

1)/4

.q(n-

_

E U4,

for some

'modm

then (7.9) is satisfied. If (9.4) does not hold, then n is composite.
Proof. Let n be the ideal of B generated by m. As in the proof of (8.5) we have
1 mod4 it follows that J,,is the identity automorphism, so
n n Z[D4]= m. From n
n satisfies (7.7).
By (8.2) and (7.2) we have
i(X,X)

=

( X)

/T(

X2),

X2)2

T(

X2( _ 1)q

=

q

and therefore
T(X)"-"'

=

= T(X)

X)(n

j(

q(1

)/2

1)/4

It follows that (9.4) is the same as (7.9) with ,B= 1 and n as above. The second
assertion of the theorem again follows from (7.5). This proves (9.3).
Let p = 2, k = 2 and n
(9.5) THEOREM.
(9.6)

-

3)/4

j(X, X)(,7+I)/2q(f7-

3 mod 4. If, in this case, we have

;modnZ['41]

for some

E U4,

then (7.9) is satisfied. If (9.6) does not hold, then n is composite.
Remark. There is no need to allow arbitrary ideals m of Z[14] satisfying (8.7) in

this theorem,sincefrom(10.5)it followsthat the only such m is nZ['4].
Proofof (9.5). By (7.2) we have
T(X) T(X

I) =

X(-

)q,

rT(X2)2

=q

and therefore by (8.2) we have
T(X)

= T(X)'7+I/(T(X)T(X-1))

0/2 q(n+ 1)/4/(X

= j(Xg)(,,+
= X(

-

(Iq)

1) j(X *X)(' I+)/2 q(? _3)/4.

It follows that (9.6) is the same as (7.9) with ,by X(- 1)D.This implies (9.5).
In the rest of this section we assume that p
i(X,X.X) is the element OfZ[12A]defined by

1 and n = nB, and with t replaced
2 and k > 3. The triple Jacobi sum

= j(X9X) j(X9X2 )
To explain the notation we remarkthat

(9.7)

j(X,X.X)

j(X.X.X) =

E

X(X)X(Y)X(Z)

x,-.v, ZE Z/qZ, x +v + z = I

(see [7, Chapitre 5, Section 4]) but this will not be needed in the sequel. From (9.7)
and (8.2) we see that
(9.8)
We put
(9.9)

j(X,X,X) = T(X)3/T(X3) =(X)
M = (x e Z: 1 < x < 2k, x l-

or 3 mod8).
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Notice that M, when taken modulo 2k, is a subgroup of (Z/2kZ)*.
brackets [ ] are as in Section 8.

The integer

Let p = 2, k > 3 and n 1 or 3 mod8. Let m be an ideal of
(9.10) THEOREM.
Z[D2A
] for which
mnfZ=nZ,
anIm]= m.
Define a E Z[G] by
ax
XeM[2k

If, with this notation, we have

(X,x,x)a _ modm for some,

(9.11)

E

U2k,

then (7.9) is satisfied. If (9.11) does not hold, then n is composite.

Proof.Define,

E

Z[G]by

(9.12)

kaxxeM2

with M as in (9.9). Below we shall prove that
(9.13)
for n

(n - an)fl = (3 - a3)a
I or 3 mod 8, and that fi satisfies condition (7.6):
.

(-1)'$

(9.14)

Assuming this, one proves the theorem in exactly the same way as (8.5) was deduced
from (8.12). The only difference is that (8.3) is replaced by (9.8).
To prove (9.13) we define 6 E Z[G] by
6=

ExaX-.
xeM

We have
(9.15)

(m -

m)

=2

form E Z, m

E [2fj]?X

I or 3 mod8

by the same argument that was used to prove (8.13). Applying this to m
m = 3 we find that
(n

(9.16)

=

n and

- a")@ = 2ka,

(3 -

=

a3 )

2k#

and this implies (9.13). To prove (9.14) we apply to (9.16) the ring homomorphism
Z[G] -- Z that maps every ox E G to 1. This leads to

(9. 17)

2 * E x = 2k
x c-M

E

[

xE=m 2k

so
(9.18)

= 2k-

i-
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This is odd, and therefore (-l)
(9. 10).

as required. This completes the proof of

-1,

=

Let p = 2, k > 3 and n
(9.19) THEOREM.
for which

5 or 7 mod 8. Let ni be an ideal ofZ[2A
I,ljiu] = "n.

tit n Z=nZ,
Define a E Z[G] by
. Mnx

and put

.If, with this notation, we have

= X
X2

(9.20)

I

; mod

,X,X)aj(4p3)2-

i(

for some

in

'

Ee U2A,

then (7.9) is satisfied. If (9.20) does not hold, then n is composite.
Proof. Let fi be defined by (9.12). Below we shall prove that
= X(-

v(X)

(9.21)

,4)2.

l)j(X,X9X),j(04

From this the theorem follows by the argument used in the proof of (8.5). Notice
that ,f satisfies condition (7.6). by (9.14).
I or 3
To prove (9.21) we apply (9.15) to m = -n; this is allowed because -n
mod 8. We find that
(-n

-

= 2A

a_)o

[|
v

Uj
]

+

2A(a

'
Al

2M

Combination with (9.16) leads to
= (3 -a3)(

(n + o-,,)

a

a)

)a+ 2

= (3-a3

UV,

so

By (7.2) and (9.18) we have
T(X)(

(X(-

="+

I)q)"

X(-

-

I

I)q2

Upon division we obtain

x(

T( X) (itXl

I-

2
T(X )

)j(X,X,X)

I

I2A/q2

To prove (9.21) it therefore suffices to show that
= q2&
T(X)2L%EAfa%

(9.22)

2

__

j

This is easily seen to be a consequence of the Hasse-Davenport relations, see [12,
Chapter 2, Theorem 10.11.We give a direct argument, by applying induction on k.
For k = 3 we have X = 4, so by (8.2), (7.2) and 04(- 1) = I we find that
q _j(4),0)2

=

q - (T(4)T(4)3))2

/T(04

)2 =

(T(4)

T(4

))2,

I INt( ANI)
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which is the same as (9.22). Let now k > 3. Put 4 = 04 = X2 ; this is the quadratic
character modulo q. From 812k- Iit follows that x4 = Xv for some y E M. Therefore we have
T (X

)(

T(

T (X

X)

+)

)

Assume for the moment that

(9.23)

T(X)T(X)
and using that

Applying LxEMUt

=
=

X(4)

'(4)T(X2).

x for x E M, we find that
Ax

(4,)2
2
(X2 )
X(2)-2ErMX MT-T
By (9.17), the first factor on the right-hand side is 1. Since 4 is quadratic and
3
The third factor
4(- 1) = 1, we see from (7.2) that the second factor equals q21
can be written as
T(

-?xsx

T( X2)2-1,,64f

ox

where M' = (x: 1 < x < 2k-1, X
I1 or 3 mod8), and by the induction hypothesis
-- Ij(4,4,3)2.
this is equal to q2
This completes the induction step.
The identity (9.23) is a special case of the Hasse-Davenport relations, aind it can
be proved directly as follows [5, Section 20.4]. We have
i(x.x)

=

q- I

I

q-

E x(x)x(l

- X)

E x(x

=

X(Y)r(Y),

E

-

- x2)

x=--()

-V=o

iYEZ/qZ

where m(y) is the number of x E Z/qZ for which y = x - x2; this is 0, 1 or 2
according as the discriminant 1 - 4y of x2 - X + y is a nonsquare, zero, or a
nonzero square in Z/qZ, so in all cases m(y) = I + ((1 - 4y)/q) = 1 + 4,(1 - 4y).
Therefore
j(X.X)

=

E

X(Y) * (I + Af I -4y))

E=Z/qZ

=

E

X(y) +

Y EZ/qZ

=

0 + X(4)

Z

X(z/4)#(1

-

z)

z.EZ/qZ

E

X(z)4(I

- z)

=

X(4)'j(X,4).

z E=Z/q Z

By (8.2) this is the same as
T(X)2/T(X2) = X(4) 'T(X)T(4)/T(X4),
and this implies (9.23). This completes the proof of (9.19).
(9.24) Remarks. (a) From the proofs of the theorems in this section we see that if
(9.2), (9.4), (9.6), (9.11) or (9.20) holds for some D E U2A,then (7.9) is true with D
replaced by ? D.Notice that, for k > 2, the 2k th root of unity ? D is primitive if and
only if D is primitive. This is important for (7.26).
(b) The number X(- 1) E (1, - 1) that appears in many formulae in this section is
equal to - I if and only if k = v2(q - 1), which is often the case in the applications.
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10. Choice of the Ideal. In this section p denotes a prime number, k a positive
integer, tpA a primitive ph th root of unity in C and n an integer for which n > 1 and
n $ 0 modp. Byf we denote the order of (n modpk) in the group (Z/pAZ)*, and we
let a,, be the automorphism of the ring Z[pA ] for which o,,(;pA)
p`A.
In Section 11 we shall see that in our primality algorithm we have to test (8.8),
(9.2), (9.4), (9.6), (9.11) and (9.20) for several choices of p, k, q. Each time this
requires a calculation modulo an ideal m of Z[DPA
] satisfying
in n Z = nZ,

(10.1)

a,,[in]

=

nt.

This calculation is easier to do if the ring Z[J,,A]/in is smaller, so if in is larger. In
this section we shall see how to choose m as large as possible. The methods that we
shall describe are usually successful if n is prime, even if we do not yet have a proof
that n is prime. However, if n is composite, then the methods are not likely to work.
It is therefore advisable to use them only if n is probably prime in the sense that it
passed several tests as in (1.2).
(10.2) The first method is taken from [1, Section 4, A.5]. We apply Berlekamp's
algorithm [8, Section 4.6.2] to find an fth degree polynomial h E Z[T] with leading
T'PA in (Z/n Z)[T]. If n is prime,
coefficient I such that (h mod n) divides E2J01
is
then such an h exists, and (hmodn)
irreducible; cf. [25, Chapter 2]. We now let m
be the ideal of Z[DPA]generated by n and h(WA).Then Z[tPAI/m may be identified
with the set of all expressions
f-I

Ea,D'
,=

a, eZ/n

Z (O?< i <J),

()

where D = (DpAmodm)is a zero of (hmodn). This ring has nf elements, and if n is
prime, it is the field f,,. We have mn Z =n Z, since this is the kernel of the natural
map Z -- Z[Dpj/mn. The condition a,,[mi]= rincan be shown to be automatically
satisfied if h has been obtained by means of Berlekamp'salgorithm; but it can in any
case easily be tested by checking if t" is a zero of (h modn). We remark that if n is
prime, the condition aj,[m] = n is satisfied for all ideals im of Z[PAI containing n. To
see this, one uses (1.3) to shovwthat a,,(a) a" modm for all a E Z[L'A
I; then
c
has
finite
and
holds
because
order.
m,
equality
a,[im]
a,
Iff = (p - l)pA-', then the above method leads to itn= nZ[Lk], and from (10.5)
it follows that this is in fact the only ideal of Z[DPA]
satisfying (10.1). The methods
described in this section are therefore only useful if f < (p - I)p -- . This occurs
for example if p = 2 and k > 3, since in that case (Z/pk Z)* is not cyclic.
Iff < (p - 1)pk- , then the coefficients of h are usually rather large. This makes
Euclidean division by h into a complicated operation in practice, and the same thing
is therefore true for multiplication in the ring Z[LpA
]/m, at least for f/ 1. The
second method to construct m does not have this disadvantage. It is as follows.
(10.3) First one constructs a ring F with nf elements that contains Z/nZ as a
subring, such that F is a field if n is prime. For example, one can take F =
(Z/nZ)[T]/g- (Z/nZ)[T], where g is an f th degree polynomial in (Z/nzZ)[T] with
leading coefficient I that is irreducible if n is prime; the latter property can be
checked by an irreducibility test as described in [8, Exercise 4.6.2.16]. Writing t for
the image of Tin Fwe have F- (Ef' a, ': a, E Z/nZ (O < i < f )), with g() = 0.
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To facilitate the multiplication in F one should choose g such that its coefficients are
"small", and this can usually be done in practice.
It is important that F be constructed in such a way that we can recognize whether
a given element of F belongs to the unit group F*. In the example given we can do
this by calculating the gcd with g in (Z/nZ)[T], using the Euclidean algorithm; this
can only fail if at some stage a nontrivial common divisor of n and some leading
coefficient is found, in which case n is factored [1, Section 5].
Once F has been made one constructs a ring homomorphism p: F -- F such that if
n is prime, we have p(a) = an for all a E F. For F as above this is done by checking
that g(Q") = 0 and putting p(V2_('a,t') = ,=fOa, n; if g(Q') * 0, then n is composite.
Next one chooses an element 8 e F, 3,* 0, such that 3(n f- )/p * 1. Such an
- (0)
element ,8 should not be hard to find, since if n is prime, then a random ,EF
has this property with probability ( p - l)/p.
If n is prime, then we must have
(10.4)

/ nf-3

I

One now checks that

1

/3(nf

-

)/p-

I E

F*, p(/3)

=

n-

/3 does

indeed have these properties, and one calculates
P' XlP
= (XPA - 1)/(XP
so we can
-1),
define a ring homomorphism X: Z[P]A F by X(pk) = g. We have p(') = Dn, and
therefore A o a,, = p o A.
Finally we let m be the kernel of A. Since Z/nZ c F, we have m n Z = nZ. We
prove that a,o[tn]= mi. For a E m we have X(qn(a)) = p(A(a)) = p(o) = 0, so
a,?(a) E mi. Hence aj [m] c m, and equality follows as before. We conclude that m
satisfies (10.1). From (10.5) below it follows that X is surjective, so that Z[PAk ]/m = F.
This finishes the description of the second method to construct m. Some additional work would be needed to find explicit generators for m, but these are in fact
not needed: to check a congruence modulo ml it suffices to apply A and to check the
corresponding equality in F.
Iff = 1, then in the second method we can simply take F = Z/nZ and p equal to
1 modpk. This is not a rare
the identity map. Notice that f = 1 if and only if n
event, since in practice p' is small.
If one of our two methods successfully constructs an ideal m satisfying (10.1). then
m is indeed largest possible, even if n is not prime. This is an immediate consequence
of the following proposition.
D= /3(ff

))/P

.Then Dis a zero of

(10.5) PROPOSITION.Let in be an ideal of Z[KpA]
satisfying (10.1). Then the number
of elements of Z[Lpk]/mis at least nf.
=
Proof. From m r) Z = nZ it follows that Z/nZ c Z[~pk ]/M. Write
It
suffices
to
show
that
the
sending
map (Z/nZ)f
(ai){f(GpAmodm).
Z[KpA]/m
to EJfj a, ' is injective. Suppose therefore that Ef,=-1
ai ' = 0. From a,[i] = i we
see that a,, induces an automorphism of Z[tpk /m that maps t to f"7. Repeatedly
applying this automorphism we find that
'

(10.6)

f-I
E a,f"
.=0

=0

forO sj <f.
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From the identity H"L' '(1 - DA) = pA in the proof of (7.17) and gcd(p,n) = 1 it
follows that I - D' e (Z[g;A]/iii)* for all x E Z, x z OmodpA. Therefore the
is a unit in
Vandermonde determinant det('"")(0<,,<f = -I,<,<,<,(i""-"')
that
=
0
for
0
i
<
This
and
(10.6)
implies
a,
f.
proves
(10.5).
<
Z[gp'J]/iit,
It is an attractive feature of our second method to construct it that it gives us an
easy way to check condition (6.4).
(10.7) PROPOSITION. Let F be a ring with nf elements that contains Z/nZ as a
subring. Suppose that F contains an element /i satisfying ( 10.4)for some ring homomorphism p: F -- F. If p = 2 and n 3 mod 4, suppose that k > 2. Then p satisfies
conlition (6.4).
Proof. Put D = ,(B ' 1/PA. From the proof of (10.5) we see that det(p'(; '))0'<,',<f
.
F* and hence that 1, ,
'is a basis of F over Z/n Z. Hence F is, in the
terminology of [16. Section 8]. a Galois extension of rankf of Z/nZ with group (p).
We can now apply [ 16. Theorem (8.4)] with s equal to the largest power of p dividing
n' Then we find that for each rjn there exists i E Z such that
1, and a = f8("
r n mods-, then rn ' E I + sZP = (nt )Z,, by (5. 1). and (6.4) follows immediately.
This proves (10.7).
For the final result of this section we assume that n 3 mod 4. Let u E Z/nZ be
chosen such that u2 + 4 E (Z/nZ)*. and let F be the ring
E

(Z/niZ)[T]/ (T2 - uT - 1).
Denote by ( the residue class of T, and let p he the automorphism of F with
p() = u - .Notice that p(() = - ( '.
If n is prime and ((u2 + 4)/n) = -1, then F is a field in which t and p(t) are
=
1. The following
by the theory of finite fields, and
conjugate, so p(t) =
proposition tells us what can, conversely, be said if (" l = - 1. The reader inter= - I1 is equivalent to ~(ty+ 1)/2
ested in Lucas functions [26] should notice that
+ p(t)(PI
1)72 - 0, since n
3mod4.
t

("

-

(10.8) PROPOSITION.Suppose that n 3 mod 4, and that, with the above notation.
we have (" +' = - 1. Thenp = 2 satisfies condition (6.4).
Proof. This is an immediate consequence of (10.7), with k = 2, f = 2 and /3 =
This proves (10.8).
We leave it to the reader to deduce (10.8) directly from properties of the Lucas
function, and to prove that the assumptions of (10.8) also imply that ((u2 + 4)/n) =
- 1.
11. The Central Stage of the Algorithm. In this section we give a more detailed
description of the second stage of our primality test than was given in Section 2.
(11.1) Let n be the integer to be tested for primality, n > 1, and let t and s be
integers satisfying (2.1), (2.2), (2.3), (2.4) and gcd(st,n) = 1. We describe an algorithm that leads either to a proof that n is composite or to a proof that (2.5) holds.
(a) First one selects, for every prime power pk dividing t, an ideal m = mp of
Z[PA] ]satisfying (10.1). This is done either by taking ni = nZ(PA] or by using one of
the methods described in Section 10.
(b) Next one lets Ysbe as in (6.3), and checks that every X = Xp.q E }s satisfies
(7.9). If p is odd, this is done by selecting a, b as in (8.6), calculating the Jacobi sum
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i(Xa,X"), and checking that (8.8) is satisfied; if (8.8) is not satisfied for some pair p,

q, then n is composite by (8.5), and the algorithm halts. If p = 2, then one proceeds
in a similar way, replacing (8.8) by (9.2), (9.4), (9.6), (9.11) or (9.20), whichever is
applicable.
(c) Finally one checks that every prime p dividing t satisfies condition (6.4). The
procedure by which this is done is described in (11.2) for odd p and in (11.5) for
p = 2. If this has been done then from (7.8) it follows that every X E Ys satisfies
(6.5). From Theorem (6.3) one can now draw the desired conclusion that (2.5) holds.
This is the end of the second stage.
(1 1.2) Let n, t, s be as in ( 11.1), and let p be an odd prime dividing t. We describe
a procedure that leads either to a proof that n is composite or to a proof that p
satisfies condition (6.4). If in (1 1.l)(a) algorithm (10.3) has been used to construct m,
it suffices to apply (10.7). Otherwise we can proceed as follows.
(a) First one tests whether nP- l z I modp2. If this holds, then (6.4) is satisfied. by
(7.18), and the procedure halts.
(b) Secondly, one checks whether there exists a prime q dividing s, with q - 1
divisible by p, such that X = Xp.qsatisfies (7.9) with a primitive pk th root of unity t;
here k = vp(q - 1). The calculations that are needed to check this have already been
carried out in stage (b) of algorithm (11.1), cf. Remark (8.9)(b). If such a prime q
indeed exists, then (6.4) is satisfied by (7.19), and one stops.
(c) Suppose now that both (a) and (b) have failed to establish (6.4). Then one first
tests whether n is the pth power of an integer. If this is the case, then clearly n is
composite, and the procedure halts.
(d) Next one determines a prime number q (not necessarily dividing s) for which
(11.3)

q-

Imodp,

n(q')/

t lmodq.

Such a prime q can be found by trying all primes in succession; cf. Remark (11.4)(a)
below.
(e) Now if q divides s, we claim that n is composite (see (11.4)(b)), and the
procedure halts. Suppose finally that q does not divide s. Then one first checks that q
does not divide n. Next one lets X be a character modulo q of order p, and one tests,
using (8.5), whether (7.9) is satisfied with D E Upprimitive. If this is the case, then
(6.4) is satisfied, by (7.19), and if this is not the case, then we claim that n is
composite (see (11 .4)(b)). In all cases the procedure halts.
(1 1.4) Remarks. (a) If n is not a pth power, then the density of the set of primes q
satisfying (1 1.3) is I/p. To see this, note that for a prime q not dividing n condition
(11.3) is equivalent to the condition that q splits completely in
Q(~p), but not in
Q(?P,nl/P); next one can apply the well-known theorem that the density of the set of
primes splitting completely in a normal number field of degree d over Q equals l /d;
see (11, Chapter VIII].
It follows that a prime q 1modp satisfies (11.3) with probability (p - 1)/p.
Therefore the desired q should not be hard to find. If the truth of the generalized
Riemann hypothesis is assumed, then it can be proved that the least prime q
satisfying (11.3) is < c *p2 . (logp + logn )2 for some absolute, effectively computable constant c, by [9, Corollary 1.3]. Without unproved hypotheses no satisfactory
upper bound for q is known. Consequently we can give no satisfactory upper bound
for the running time of part (d) of procedure (1 1.2).
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(b) To justify the claims made in (11 .2)(e), suppose that n is prime and that q is a
prime satisfying (11.3) with q not dividing n. Let x be as in (1 1.2)(e) if q does not
divide s, and X = Xp.qif q does divide s. Write order(x) = ph. Then from (11.3) it
follows that X(n) is a primitive pk th root of unity, so (7.5) implies that X satisfies
(7.9) with D E UPAprimitive.
Hence if one finds that (7.9) is not true with primitive, one can conclude that n is
composite. This applies in particular if q divides s, since in this case it was
discovered in (11.2)(b) that X = Xp.q does not satisfy (7.9) with primitive. This
proves the claims in (I1.2)(e).
(c) Procedure (1 1.2) is quite efficient in practice, despite the theoretical difficulties
mentioned in (I1.4)(a). In fact, it only rarely happens that parts (c), (d) and (e) of the
procedure are needed. This occurs, for example, if n is a prime number that is
congruent to a pth power modulo p2 s. If n is very likely to be prime the procedure
can be speeded up by omitting part (c) and by restricting the search in (d) to the
primes q not dividing s.
(11.5) Let n, t, s be as in (11.1), and assume that t is even. We describe a
procedure that either proves that p = 2 satisfies (6.4) or proves that n is composite.
First suppose that n- 1 mod4. In this case one determines an integer a satisfying
(,) = - ,1 by trying all primes 2,3,5,... in succession, and one tests whether
1mod n; if this is the case, then p = 2 satisfies (6.4), by (7.24), and
at- 1)/2
otherwise n is composite, by (1.2). If it is difficult to find an integer a with (') = - 1,
one tests whether n is a square.
Secondly, suppose that n 3mod4. In this case one determines an integer u
satisfying ((U2 + 4)/n) - - 1, by trying u = 1,2,3,...; cf. (1 1.6)(a). Next, one lets
'

'

= (TmodT2
-uT - 1)
and one tests whether "

E

- 1) be as defined before (10.8),
(Z/nZAT]/(T2-uT
- 1; if this is the case, then p = 2 satisfies (6.4), by

=

(10.8), and otherwise n is composite, by the remark preceding (10.8).
This finishes the description of the procedure. Alternatively, one might make use
of (7.25) or (7.26).
(1 1.6) Remarks. (a) The remarksmade in (11 .4)(a) about the existence and the size
1mod 4.
of q also apply to the number a that appears in the above procedure for n
Suppose that n 3mod4. We prove that there exists u E Z with ((U2 + 4)/n) =
- 1. Let r be a prime divisor of n with vr(n) odd, and let a be the least positive
a
a-1
integer for which ( 1)= -1. By the minimality of a there exists v with v
Now
E
Z
u
-1.
let u
be such that
2vmodr, and
modr, and then ((V2 + l)/r) =
such that u is divisible by all other primes that divide n. Then one easily checks that
((U2 + 4)/n) = - 1, as required.
If the generalized Riemann hypothesis is true then there is an absolute effectively
computable constant c with the following property: if n is a positive odd integer that
is not a square, and n has no prime factor < c2(logn)4, then the least positive
integer u with ((U2 + 4)/n) = - 1 satisfies u < c(logn)2. This is proved by combining [9, Corollary 1.3] with [3, Lemma 1]. We are indebted to A. M. Odlyzko for this
observation.
(b) The search for q in (I1.2)(d) and the search for a and u in (11.5) are the only
points in our primality testing algorithm that prevent us from proving a worst case
running time estimate of the form (logn)C logloglog n. From (11.4)(a) and (11.6)(a) it
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follows that the truth of the generalized Riemann hypothesis would imply such a
bound for the algorithm; we should then choose m = n Z[;pk I in (1 1.l)(a). If we wish
the result of Pomerance and Odlyzko quoted in Section 1 to be valid for our
algorithm, we should use algorithm (10.3) in (1l.l)(a), and apply (10.7) to check
(6.4). The condition k > 2 in (10.7), for p = 2 and n 3mod4, is not a serious
restriction; cf. (7.28).
12. Detailed Description of the Algorithm.
(12.1) Let N be some large integer. We describe, from a computational point of
view, an algorithm to determine whether an integer n, 1 < n < N, is prime.
Step 1. Preparationof Tables. These tables depend only on N, and can be made
once and for all.
(a) Select a positive integer t with e(t) > N 1/2 (cf. Section 4, Table 1).
(b) Perform steps (b 1) and (b2) for each odd prime qIe(t).
(bl) Find by trial and error a primitive root g modulo q, i.e. an integer g A Omod
q such that g(I'P* 1 modq for every prime pIq - 1. Make a table of the function
(,2,. . ., q - 2) defined by I gx gf(x) modq.
f: {1,2,. .., q 2}
(b2) Perform steps (b2a), (b2b), (b2c), (b2d), (b2e), (b2f) for each prime p q - 1.
(b2a) Put k = vp(q - 1), the number of factors p in q - 1.
(b2b) Ifpk
2, compute
p
q-2
Jp,q =

f(X)

E

/pk

E Z[?pk].

x =1

Here an element E0o,<(p -)A i, a1UAof

vector(a,)0'<,<(p-1)pk'1;
(8.1).)
(b2c) If p

*

Z[tpkI,

with a, E Z, is to be represented as a
for X = Xp,q; see

cf. Section 7. (Notice thatJp,q =j(x,x)

2, do the following. Let

M = (x
a=

E

Z: 1 < x < pk, x 0 Omodp),

Exax-eZZG]G
xEM

xr
a(

I

M

=EM
xem

x

E

P

Z[G] forv E M,

where [y] denotes the greatest integer < y and a? and G are as in Section 7.
Calculate
jo,p q =J;',q,

iv, p.q =J;, q

for each v E M, as elementsof Z[(pk] (see Section7 for the definitionof the action
of Z[G]).The numbersjv,p,q,
for v E (0) U M, shouldbe tabulated.
(b2d) If p = 2, k = 1, let
jO,2 q = q,

jl,2e=1,q

and tabulatethesevalues.
(b2e) If p = 2, k = 2, do the following.Calculate
jIO2,q = J2q

n
q

M
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and let
Il.2.q

j3,2.1q =i2,q

The numbersjr.2. q' for v = 0, 1,3, should be tabulated.
(b2f) If p = 2, k > 3, do the following. Calculate
q -2
.i1q -J2.q

as elements of
j(4,43)2,

with

E2 2x+

where

Z[R2 ],
xX2

=

.q=

2 .

2
.3x+f(x)

(Notice that J2.q
=i(xqxsx)

, as in Section 9.) Put

-

L = (x
M

(1- 2
f(x)

E

=

Z: 1 < x < 2A,xisodd),

(x e L: x

=

0=

E

and I!q

xa'
wr

1 or 3 mod8},

E Z[G],

vEA

a(v)

v|Ax

l' e Z[G]

for v E L,

and calculate
JO.2.q = ( J' q )
Jt.2.q

= (j2*q)(r)

J..2.q = (j*q)0()

for v E M,
*JA4q

for v E L

-

M.

The numbersj,,2.q for v e (0) u L, should be tabulated.
Step 2. Preliminary Tests. Let now an integer n be given, I < n < N, to be tested
for primality.
(c) Depending on the information that one may already have about n, it may be
wise to test n for small divisors, or to subject n to the test of Miller and Rabin [8, p.
379].
(d) Test whether gcd(te(t),n) = 1, using Euclid's algorithm. If not, then a prime
divisor of n is obtained, since te(t) is completely factored, and we stop.
(e) Select a divisor s of e(t) with s > n'/2 (cf. Section 4). Replace t by the smallest
t' for which s divides e(t'). (Note that the new t is the exponent of the group
(Z/sZ)* and therefore divides the old t.)
Step 3. Pseudoprime Tests with Jacobi Sums. Perform steps (f). (g), (h) for each
prime p dividing t.
(f) Declare a boolean variable Ap (telling us whether (6.4) has been checked). Put
1 modp2, and Ap = "false" otherwise.
Ap =" true" if p is odd and nP - l
pk
(g) For each integer k > I with pkIt, determine integers Uk, Vk such that n = UAk
+ vk and 0 < Vk < P
(h) Perform steps (h 1), (h2), (h3) for each prime qls with p Iq - 1.
(hl) Put k = vp(q - 1), and u = Uk, V = Vk as in (g). Calculate
.d,p,q

*jIvp,q modnZ[Rp,A]

by means of repeated squarings and multiplications modulo nZ[~Pk];here a residue
atp'A mod n Z[tPA 1), with a, E Z, is to be represented as a vector

class (FI0o,< (p _ opA -I
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(b,)o,<1<(p_-

h E {0,1.

O

,

whereb, E (0,1,..., n - 1), b,
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a,modn. If theredoes not exist

pk-1)with
jo,p.q

Jv.p.q

-pkmodnZvPA],

then n is composite and the algorithm halts. (This is test (8.8) with a = b = 1 if p is
odd; test (9.2) if pk = 2; test (9.4) or (9.6) if pk = 4; and test (9.11) or (9.20) if
p = 2, k > 3.) Suppose now that h exists.
(h2) If h : Omodp, and either pk = 2, n I mod4 or p is odd, put Xp ="true".
(This combines (7.24) and (7.19).)
(h3) If h : 0 mod 2, p = 2, k > 2 and X2 ="false", do the following. Test whether
q (n - 1)/2 = - 1 modn. If this does not hold, n is composite, and the algorithm halts.
If it does hold, put X2 = " true". (This is (7.26).)
Step 4. Additional Tests. Perform steps (i) and 6) for every prime p dividing t for
which Ap ="false".
(i) Select a small prime number q not dividing s such that
q
q

I modp,
lmod4
ifp=2andn=3mod4,

n(q-

I)p

1 modq.

If such a prime q cannot be found below a reasonable limit, do the following. Test
whether n is a pth power. If so, declare n composite and halt. Otherwise, halt with
the message that the algorithm is unable to prove that n is prime. Suppose now that
q has been found. Halt if n -Omodq.
(j) Put k = 2 if p = 2 and n 3mod4, and k = 1 else. Determine integers Uk, Vk
as in (g). Calculatejv p,qas in (bI), (b2b), (b2c), (b2d), (b2e), but only for v E ({,vk).
Test whetherJouAq *jv,Ap,q - phA mod nZ[;Pk] for some h E Z, 0 < h < pk h $ 0
modp. If this is not the case, n is composite, and the algorithm halts. (To justify this,
cf. (11 .4)(b).) Otherwise, perform steps (h2) and (h3).
Step 5. Final Trial Divisions. (It is not likely that in this step it will be found that n
is composite, cf. the remark at the end of Section 2.)
(k) Put ro = 1.
(1) Perform steps (11),(12),(13) for i = 1,2,..., t.
(11) Determine r, by r, nr,_- mods, 0 < ri < s.
(12) If r, = 1, declare that n is prime and halt.
(13) If riIn, and ri < n, declare that n is composite and halt.
(Notice that one of (12) and (13) applies for some i < t, since nt 1mods.)
This finishes the description of the algorithm.
(12.2) Remarks. (a) Since we used a = b = 1 in (8.8) (see step (hl)), the correctness of the test is only guaranteed if 2 P E 2modp2 for all primes plt, cf. (8.6). This
condition is satisfied for all p < 1093, see (8.9)(c). In practice we usually have
p < 20, see Section 4, Table 1.
(b) Several improvements have not been incorporated in the above description.
First of all, the results of Section 10 have not been used. Secondly, the algorithm of
(3.1) has not been included. Finally, the possibility to combine the test with the older
tests described in [26] has been neglected; see [16, Section 8].

328

H-I.COHEN AND H. W. LENSTRA, JR.

13. The Implementation.The algorithm described in Section 12 has been implemented by H. Cohen and A. K. Lenstra on the CDC Cyber computer system at the
SARA computer center in Amsterdam. In this section we discuss the main features
of this implementation, referring to a forthcoming publication by H. Cohen and A.
K. Lenstra for more details.
Two programs have been written, one in Pascal and the other in Fortran. Both
programs make use of multiprecision routines that were written in the assembly
language Compass by D. T. Winter and made available by the Mathematisch
Centrum in Amsterdam.
The auxiliary number t was chosen to be 5040 for the Pascal program, and 55440
for the Fortran program. We have e(5040) > 1.5 - 1052 and e(55440) > 4.9. 10106,
so the Pascal program can deal with numbers of up to 104 decimal digits and the
Fortran program with numbers of up to 213 decimal digits.
The programs incorporate the following improvements that are not included in the
algorithm in Section 12. Use has been made of the results of Section 10, but only in
those cases where the integerf defined at the beginning of that section equals 1. We
also construct a ring F of n2 elements that is a field if n is prime. This ring enabled
us to combine our algorithm with the test that is based on known prime factors of
n2 - 1; see [16, Section 8].
The Fortran program does not make use of prepared tables as described in Step 1
of the algorithm in Section 12, since such tables would have required too much
memory space. Instead, the entries of the tables that are needed are recomputed for
every n.
For each prime power pk dividing t special routines were written to do multiplications in Z[PA]I/nZ[DPAA];
or, equivalently, to multiply polynomials of degree less than
m = (p - 1)pk'-, with coefficients in Z/nZ, modulo the pkth cyclotomic poly'. In addition to the necessary m reductions modulo n, the
nomial Ef:T-o1X'P'
straightforwardway to do one such multiplication takes in2 integer multiplications.
It is important to reduce this number. Theoretically, 2m - 1 integer multiplications
suffice, by a theorem of Winograd [8, p. 495]; but Winograd's method is completely
impractical because it involves a great nuimberof additions and multiplications by
small constants. We made use of special formulae for each pk For example, for
pk = 16 we use 27 instead of 64 integer multiplications to do one multiplication in
Z[D16J/nZ[sl6], and only 18 to do one squaring. It may be that along these lines
further improvements are possible.
Tables 3 and 4 contain data on the running time of the Pascal program and the
Fortran program, respectively. For each number d in the first column we tested 20
prime numbers of d decimal digits. Each prime was selected by drawing a random
number of d digits and using the program to determine the least prime exceeding the
number drawn. The second column gives the average running time t = ( 02 it, )/20,
1
t)2)/19)'72, the fourth the
the third one the sample standard deviation ((iQ 1(tmaximal running time, and the fifth the minimal running time. All times are in
seconds. The time spent on the composite numbers is not counted.
The two programs tested the same set of 20 primes of 100 digits. The tables show
that for these numbers the Fortran program is slower than the Pascal program. This
is mainly caused by the fact that each program works in a fixed precision, which is
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twice as largefor the Fortranprogramas it is for the Pascalprogram.Only a minor
partof the differenceis due to the use of preparedtablesin the Pascalprogram.
We indicatethe speedof the multiprecisionroutinesthat are used. Denote by am,
bh,numbersconsistingof m words,each word containing47 bits. Then the calculation of a, * b8, a,6 * b6, (a,6modb8) =- a,6 - [a,6/b8]b8 and (a32modb,6)= a32 [a32/b16]bl6 takes on the average less than 7 10-5, 2.1 _ 10-4, 2 10-4 and
4.7* 10-4 seconds,respectively.
TABLE

number
of digits
50
60
70
80
90
100

TABLE

number

3. Running times of the Pascal program in seconds (see text)

average

standard
deviation

maximum

minimum

6.437
8.634
12.074
16.224
25.572
32.349

1.687
2.554
2.289
3.897
5.870
9.103

10.030
15.168
15.214
23.800
35.752
47.689

4.525
5.009
7.032
8.006
15.810
17.891

4. Runningtimes of the Fortranprogram in seconds (see text)

average

standard

maximum

minimum

75.416

26.031

147.259
210.756
298.144
436.039
614.254

51.077
77.316
111.888
259.021
258.859

deviation

of digits

100

50.442

120
140
160
180
200

97.797
156.429
246.204
359.728
495:748

15.203
28.274
43.122
44.144
55.833
80.025

Acknowledgementsare due to D. T. Winterfor writingthe Compassmultiprecision routines,and to A. K. Lenstrafor his greathelp in implementingthe algorithm
and for performingall tests reportedin this section.
Mathematiques et Informatique
LA au CNRS no 226
Universit~ de Bordeaux I
351, cours de la Liberation
33405 Talence, France
Mathematisch Instituut
Universiteit van Amsterdam
Roetersstraat 15
1018 WB Amsterdam, The Netherlands
1. L. M. ADLEMAN, C. POMERANCE& R. S. RUMELY, "On distinguishing prime numbers from
composite numbers," Annl.of Math., v. 117, 1983, pp. 173-206.
2. J. BRILLHART,D. H. LEHMER& J. L. SELFRIDGE,"New primality criteria and factorizations of
2"' + I," Math. Comp., v. 29, 1975, pp. 620-647.

330

I}. COHEN ANI) H. W. LENSTRA. JR.

3. D. A. BURGESS,"On the quadratic character of a polynomial," ,. London Mat/i. Soc.. v. 42, 1967.
pp. 73-80.
4. (i. H. HARDY & E. M. WRIGHT, An Iiir(o)diittioii I )11e Theort of Nunbeer., 5tlh ed.. Oxford Univ.
Press, Oxford, 1979.
5. H. HXSSE.,
Vorlesungenuber Zialentheorie, 2nd ed., Springer-Verlag,Berlin, 1964.
6. H. HASSE, Zahlentheorie, 3rd ed., Akademie-Verlag, Berlin, 1969: English transl.: Number Theorr,
Springer-Verlag,Berlin, 1980.
7. J. R. JoL)Y, "Equations et varictes alg6briques sur un corps fini," Enxeign. Mt/it.. v. 19. 1973. pp.
1-117.
8. D. E. KNITH, The Art of Computer Programming, Vol. 2, Seminuewrical Algoritu/is, 2nd ed.,
Addison-Wesley, Reading, Mass., 1981.
9. J. C. LAGARIAS,H. L. MONTGOMERY & A. M. ODLYZKO,"A bound for the least primileideal in the
Chebotarev density theorem," livent. Ma/th.,v. 54, 1979, pp. 271-296.
10. S. LANG, Algebra, Addison-Wesley, Reading, Mass., 1965.
11. S. LANG. Algebraic NunuberTheorn,Addison-Wesley, Reading, Mass., 1970.
12. S. LANG, Ciclotontic Fields, Springer-Verlag,New York, 1978.
13. D. H. LEHMER,"On Fermat's quotient, base two," Maith.Comp., . 36, 1981. pp. 289-290.
uxtrail.Mlath. Soc. Ser. .4. %'.21, 1976. pl.
14. D. H. LEHMER,"Strong Carmichael numbers," J. .4A
508-5 10.
15. H. W. LENSTRA,JR., "Divisors in residue classes," Mat/h.Comp., v. 42, 1984, pp. 331-340.
16. H. W. LENSTRA,JR., Prinialit/ Testing.41gorithms(afterAAdleman. Runilc ai,uilIl(lbamns). S'einl.
Bourbaki, Vol. 33, 1980/1981, Expost 576, pp. 243-257 in: Lecture Notes in Math., Vol. 901,
Springer-Verlag,Berlin, 1981.
17. H. W. LENSTRA,JR., "Primalitv testing with Artin synmbols.' pp. 341-347 in: N. Kohlitz (cd.).
Progress in Mztlhmatics, Vol. 26, lirkhaiuscr. 1Iostoll,
NunmberTheornRelated to Fernat 's last Thleorenm.
1982.
18. S. MARTELLO& P. TOTH, "The 0-1 knapsack probletn," Ch. 9. pp. 237-279 in: N Christofides.
A. Mingozzi, P. Toth and C. Sandi (eds.), CombinatorialOptimi:ation, Wilev. Ne% York, 1979.
19. Gi. L. MILLER," Riemann's hypothesis and tests for primalit ."J . (Ompua.Si.ten Sci.. 1. I3. 1976,
pp. 300-317.
20. K. PRACHAR. "Uber die Anzahl der Teiler einer natirlichen Zahl. welche die Form 1- I laben,.'
Montatsh.Math., v. 59, 1955, pp. 91-97.
21. M. 0. RABIN, "Probabilistic algorithms for testing primalitv." J. Number Theori. v. 12. 1980).pp.
128-138.
Presses Universitaires de France, Paris. 1970) English transl.: .4
22. J.- P. SERRE,Cours d 'Arithnmetique,
Course in1Arithnetic, Springer-Verlag,New York, 1973.
23. R. SOLOVAY& V. STRASSEN,"A fast Monte-Carlo test for priinalitv." SIA,M.I. (omput.. v. 6. 1977.
pp. 84-85; erratum, ibid., v. 7, 1978, p. 18.
24. J. VELIJ, "Tests for primalitv under the Riemann hypothesis." 1(,4(CT VNes. v. 10. 1978. pp.
58-59.
25. L. C. WASHINGTON,Introductionto CvclotomicFields. Springer-Verlag,New York, 1982.
26. H. C. WILLIAMS,"Primalitv testing on a computer," Ars Comnbin., v. 5, 1978, pp. 127-185.

